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The purpose of this policy is to: 
 

 set out the key principles expected at CACFO UK Education Centre with 
respect to the use of ICT-based technologies.  

 safeguard and protect the children and staff the Education Centre.  

 assist staff to work safely and responsibly with the Internet and other 

communication technologies and to monitor their own standards and 
practice.  

 set clear expectations of behaviour relevant to responsible use of the 
Internet for educational, personal or recreational use.  

 have clear structures to deal with online abuse such as cyberbullying 

which are cross- referenced with other school policies.  

 ensure that all members of the school community are aware that 

unlawful or unsafe behaviour is unacceptable and that, where 
appropriate, disciplinary or legal action will be taken.  

 minimise the risk of misplaced or malicious allegations made against 
adults who work with pupils.  

 

The main areas of risk for our Centre can be summarised as follows: 
 

Content 

 exposure to inappropriate content, including online pornography, 

ignoring age ratings in games (exposure to violence associated with 
often racist language), substance abuse 

 lifestyle websites, e.g. self-harm, suicide sites 

 hate sites 

 content validation: how to check authenticity and accuracy online  

Contact 

 grooming 

 cyber-bullying in all forms 

 identity theft (including ‘frape’ (hacking Facebook profiles)) and 
sharing passwords 

Conduct 

 privacy issues, including disclosure of personal information 

 digital footprint and online reputation 

 health and well-being (amount of time spent on Internet or gaming 

 sexting (sending and receiving of personally intimate images) 

 copyright (little care or consideration for intellectual property)  



Role                 Key Responsibilities 

Designated 
Safeguarding Lead 
(DSL) 

 takes day to day responsibility for e-safety issues and 
has a leading role in establishing and reviewing the 
school e-safety policies / documents 

 promotes an awareness and commitment to e-
safeguarding throughout the school community 

 ensures that e-safety education is embedded across the 
curriculum 

 liaises with school ICT technician 

 To communicate regularly the team and the Lead 

Safeguarding Governor (LSG) to discuss current issues, 
review incident logs and filtering / change control logs 

 To ensure that all staff are aware of the procedures that 
need to be followed in the event of an e-safety incident 

 To ensure that an e-safety incident log is kept up to date 

 facilitates training and advice for all staff  

 liaises with the Local Authority and relevant agencies 

 Is regularly updated in e-safety issues and legislation, 
and aware of the potential for serious child protection 
issues to arise from: 

• sharing of personal data  

• access to illegal / inappropriate materials 

• inappropriate on-line contact with adults / strangers 

• potential or actual incidents of grooming 

• cyber-bullying and use of social media 

Governors / 

Lead Safeguarding 
Governor 

 To ensure that the school follows all current e-safety 

advice to keep the children and staff safe 

 To approve the E-Safety Policy and review the 
effectiveness of the policy. This will be carried out by the 
Governing Body receiving regular information about e-
safety incidents and monitoring reports. A member of 
the Governing Body has taken on the role of LSG 

 To support the school in encouraging parents and the 
wider community to become engaged in e-safety 
activities 

ICT technician  To report any e-safety related issues to the DSL 

 To ensure that users may only access the school’s 
networks through an authorised and properly enforced 

password protection policy which are regularly changed 

 To ensure that provision exists for misuse detection and 

malicious attack e.g. keeping virus protection up to date 
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Role                 Key Responsibilities 

 To ensure the security of the school ICT system 

 To ensure that access controls / encryption exist to 

protect personal and sensitive information held on 
school-owned devices 

• To ensure web filtering is applied and regularly updated  

• To ensure appropriate backup procedures exist so that 
critical information and systems can be recovered in the 
event of a disaster. 

Teachers  To embed e-safety issues in all aspects of the curriculum 
and other school activities  

 To supervise and guide pupils carefully when engaged in 

learning activities involving online technology  

 To ensure that pupils are fully aware of research skills 

and of legal issues relating to electronic content such as 
copyright laws 

All staff  To read, understand, sign and adhere to the e-safety 
policy  

 To be aware of e-safety issues related to the use of 
mobile phones, cameras and hand held devices and that 

they monitor their use and implement current school 
policies with regard to these devices 

 To report any suspected misuse or problem to the DSL 

 To maintain an awareness of current e-safety issues and 
guidance, e.g. through CPD 

 To model safe, responsible and professional behaviours 
in their own use of technology 

 To ensure that any digital communications with pupils 
should be on a professional level and only through 

school based systems, never through personal 
mechanisms, e.g. email, text, mobile phones etc. 

   

 Parents/carers  to support the school in promoting e-safety  

 

 to consult with the school if they have any concerns 

about their children’s use of technology  

 
  



Communication: 
 

The policy will be communicated to staff and pupils. 
 

Handling complaints: 

 
The school will take all reasonable precautions to ensure e-safety. However, 
owing to the international scale and linked nature of Internet content, the 

availability of mobile technologies and speed of change, it is not possible to 
guarantee that unsuitable material will never appear on a school computer or 

mobile device. The school cannot accept liability for material accessed, or any 
consequences of Internet access.   
 

The DSL acts as first point of contact for any complaint.  
 

Complaints of cyberbullying are dealt with in accordance with our Anti-

Bullying Policy. Complaints related to child protection are dealt with in 
accordance with school / LA child protection procedures. 
 

Review and Monitoring 
 
The DSL is responsible for review and monitoring of this policy working with 

the LSG linking back to the Governing Body 

 

Pupil E-safety curriculum 

 

This Education Centre has a clear, progressive e-safety education programme 

as part of the ICT curriculum / PSHE curriculum.  It covers a range of skills 
and behaviours appropriate to their age and experience, including: 

 to STOP and THINK before they CLICK  

 to develop a range of strategies to evaluate and verify information before 

accepting its accuracy; 

 to be aware that the author of a web site / page may have a particular 
bias or purpose and to develop skills to recognise what that may be;  

 to know how to narrow down or refine a search; 

 to understand how search engines work and to understand that this 

affects the results they see at the top of the listings; 

 to understand acceptable behaviour when using an online environment / 

email, i.e. be polite, no bad or abusive language or other inappropriate 
behaviour; keeping personal information private; 

 to understand how photographs can be manipulated and how web content 
can attract the wrong sort of attention; 



 to understand why on-line ‘friends’ may not be who they say they are and 

to understand why they should be careful in online environments; 

 to understand why they should not post or share detailed accounts of their 

personal lives, contact information, daily routines, location, photographs 
and videos and to know how to ensure they have turned-on privacy 
settings; 

 to understand why they must not post pictures or videos of others without 
their permission; 

 to know not to download any files – such as music files - without 
permission; 

 to have strategies for dealing with receipt of inappropriate materials; 

 to understand why and how some people will ‘groom’ young people for 

sexual reasons; 

 To understand the impact of cyberbullying, sexting and trolling and know 

how to seek help if they are affected by any form of online bullying.  

 To know how to report any abuse including cyberbullying; and how to 

seek help if they experience problems when using the Internet and related 
technologies, i.e. parent or carer, teacher or trusted staff member, or an 
organisation such as ChildLine. 

 
All pupils are required to sign a document showing that they have read and 
understand the Education Centre’s basic rules for responsible internet and 

computer use.  It is provided as part of our induction pack. Parents/guardians 
are also required to sign the document to grant permission for pupils to have 
access to computers and the internet at the Centre (Annex). 

 
Password policy 
 

 All pupils are required to keep their passwords private 

 All staff have their own unique username and private passwords to access 

school systems. Staff are responsible for keeping their password private. 

 We require staff to use STRONG passwords for access into our system. 

 
CCTV 

 

We have CCTV in the school as part of our site surveillance for staff and 
student safety.  We will not reveal any recordings, without permission except 

where disclosed to the Police as part of a criminal investigation.  

  



Annex 
 

Rules for Responsible Internet & Computer Use  
 
The students at CACFO UK Education Centre will be using computers and 

Internet access to help with learning. The following rules will keep everyone 
safe and help us to be fair to others:  

• I will only access the system with my own login and password, 
which I will keep secret  

• I will not access other people’s files  

• I will only use the computers for academic assignments and approved 
recreational activities 

• I will not bring in USBs or any other mass storage devices from outside 

or from home unless I have been given permission from the head 
teacher  

• I will ask permission from a member of staff before using the Internet  

• I will only e-mail people my teacher has approved  

• The messages I send will be polite and responsible  

• Copyright of materials must be respected  

• I will not give my home address or telephone number, or arrange to 

meet someone, unless my parent / carer or teacher has given 
permission  

• Use of the network including the internet to access inappropriate 
materials such as pornographic, racist or offensive material is forbidden  

• I will report any unpleasant material or messages sent to me. I 
understand my report would be confidential and would help protect 
other students and myself  

• I understand that the school may check my computer files and may 
monitor the internet sites I visit.  

• I will not access or attempt to access videos of any sort without 
permission from the head teacher 

• I will only use the computer to access age appropriate material and will 
not attempt to view or violate age restricted content. 

 
We have read and understood the rules for responsible Internet use.  

 
 

Name of Student: .......................................   
 
 

Signature of student: ………………………………………..... Date: ………………………. 
 
 

Access granted: …………………………..………….……. Date ………………..…….. 
(Parent/Guardian) 


